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About the speaker

" PhD (Electrical Engineering ): Michigan State University (MSU), December 2006

= Assistant Professor: School of Electrical Engineering & Computer Science
(SEECS), National University of Sciences & Technology (NUST), Pakistan

* Founding Director: Wireless and Secure Networks (WiSNet) Research Lab

" CEO and Co-Founder: Baltoros Limited

N%%T Wireless and Secure Networks ~ WISNet
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http://wisnet.seecs.nust.edu.pk
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About WiSNet: Focal Research Areas

Wireless
Communication

< > Network Security

High Performance

Bio-inspired e
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ICTRDF Funded Research

Network Security
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ICTRDF Funded Research Projects

Design and Development of an Open Source = '

‘ . National [C1
Network Security Solution R&D Fund

Co-Pl: Mr. Ali Sajjad

Network-Embedded Security using In-Network 4~ National 1CT
Packet Marking R&D Fund

Co-Pl: Dr. Fauzan Mirza

An Intelligent Secure Kernel for Mobile Devices M National [CT
R&D Fund
Pl: Dr. Mudassar Farooq/FAST-NU
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ICTRDF Funded Projects: Selected Publications
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6”‘ ACH Conference on Cemputer and Cemmumeatmns Security

»

DIMVA2008

July 10-11th, 2008
Pans, France

1ith International Symposivm On Recent Advances In Intrusion Detecl:len
Boston, MA, USA | September 15 — 17, 2008




ICTRDF Funded Projects: Selected Publications

ICC 2008 in BEUING 19-23 MAY 2008

Ingpinational Conference 7
or Commanications ! s :
-

Genetic and Evolutionary er rja Eﬂ;ﬂ'lf:ifz = Wednesday
Computation Conference '

Atlanta, Georgia, USA

GECCO=RWA + GA+GP+EMO + ACO + AL + EDA+ GEML +GDS +ES + ... ﬂWWW.SIgE?D.ﬂr_QJ
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ICTRDF Funded Projects: Selected Publications

-Signal Processing

A Perfoct Fit
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ICTRDF Funded Projects: Students at ACM CCS 2009




Patents Filed on ICTRDF Projects

L
PO i PATENTS FILED IN IPO PAKISTAN s——
L 1=
;'; ' R&D Fund
PATEMT 1 Pa s
H [A METHOD FOH EMBECDED MALWARE DETECTION] [PETECTION OF TRAFFIC ANOMALIES IN A COMPUTER NETWORK]
APPLICATION NO.: R10i3oad FILING DATE: 0#%-07-2000
APPLICATION RO, EI8i200R FILING DATE: 15-27-2008
APPLICANTE: NATIONAL UNIVEREBITY OF BECIENCES AND TECHNGLOGQY
SCHOOL DFELECTRICAL ENCINEERING AND COMPUTER BECIENCE APPLICGANTE: HATIGHNAL UNIVEREBITY OF BCIENCEGR AND TECHNOLOGQY
IHUST-SEECH) BCHODL OFELECTRICAL ENGINEERING AND COMPUTER SCIENCE
FOUNMDATION FOR ADVANCEMEMNT OF SCIENCES AND TECHNOLOGY INUST-BEECE)
(FABT IRU} FOUMDATION FPOR ADVANCEMEMNT OF ECIENCES AND TECHNOLOGY
PAKIETAMNM MATIONAL ICT RED FUMD (FART iNU})
PAKIBTAN MATIONAL ICT R&D FUMND
IHNYEMTORS; M, TUBAIR EHAFIO
OR. MUDASEAR FAROOG INVENTORE: WM. IUBAIR EHAFIG
DR. BYED ALI HHAYAM DR. MUDASEAR FAROODQD
DR. SYED ALI KMHAYAM
PRIOGRITY DATA: B0-0F-20008
FRIORITY DATA: 15-07-200%
TITLE: 4 METHOD FOR EMBEDDED MALWARE DETECTION
: TITLE: DETECTION OF TRAFFIC AMNOMALIES IHW A COMPUTER NETWORK
ABRSTRACT: A METHOD FOR DETECTION OF EMBEDDED MALWARE if FORMULATED : 3
BY ANALYZING THE CORRELATION OBEERVED IN A BEHIGH FILE'S ABSETRACT: THE PRESEHT INYENTION PRESENTE A BET OF INTELLIGENT
DATA. THIE CORRELATION ETRUCTURE I8 ETATISTICALLY MODELED ETATIBTICAL FEATURES WHICH CANM IMPROVE THE CLABEBIFICATION
UBING MARKOY CHAINSE. FOR DETECTION OF EMBEDDED MALWARE, ACCURACY OF A BIO-IHEPIRED CLASRIFIER OPERATING ON THESE
THE MODEL I QUANTIFIED UBING AN INFORMATION THEQORETIC INTELLIGENT FEATURES, THE FEATURE SET ACTS AS AN |RPFUT TO
MEASURE AMD A CLAGSIPICATION THRESHOLD IR DETERMINED. THE BIO-INSPIRED CLAGRIFIER.
UNMPKENOWN FILEE ARE THEM CLABRIFIED UBING THE CLABBIFICATION
THREBHOLD. FiIGURE: LTS T
T = . | iy
FIGURE: , ,
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A total of 4 patents have been filed; 3 with IPO-Pakistan and 1 with
USPTO
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Achievements on ICTRDF Projects

= 4 patents filed

= 2 journal publications in 2009

= 12 conference publications in last 3 years

= Established a patent drafting cell at NUST-SEECS

= HR Development
— 15 graduate students are supported as RAs on ICTRDF projects
— 3 MS theses completed under ICTRDF projects; 3 more theses underway

— 5 FYPs completed under the project; 1 FYP underway
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Achievements on ICTRDF Projects

» Best Final Year Projects (FYPs) three years in a row

= First ever paper from South Asia in RAID

= First ever paper from Pakistan in ACM CCS

= First ever papers from Pakistan in the Springer Journal in Computer Virology
= \Won student travel grants for RAID 2008, RAID 2009, RAID 2010

* Won the prestigious ACM Human Competitive Award 2009 (in collaboration
with a FAST/NU) team
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Achievements on ICTRDF Projects

= Every single student from WiSNet who wanted to pursue higher education has
gotten a fully funded PhD position abroad

= WiSNet students are getting industry salaries that they ask for, not what is
being offered to them
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Thank you!

" (Contact Information:

— Email: ali.khayam@seecs.nust.edu.pk

— Web: http://wisnet.seecs.nust.edu.pk
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Full List of Publications from ICTRDF Projects in 2009

= Hassan Khan, Fauzan Mirza, Syed Ali Khayam, "Determining Malicious Executable Distinguishing

Attributes and Low-Complexity Detection,” accepted to Springer Journal in Computer Virology,
October 2009.

=  Ayesha Binte Ashfag, Muhammad Qasim Ali and Syed Ali Khayam, "
, Springer Journal in Computer Virology, July 20089.

= Syed Ali Khayam and Hayder Radha, "

. Springer Journal on Wireless Personal Communications
(WPC), July 2009.

= Hassan Khan, Mobin Javed, Fauzan Mirza and Syed Ali Khayam,"

, ACM Conference on Computer and
Communication Security (CCS), 2009.

= Muhammad Qasim Ali, Hassan Khan, Ali Sajjad, and Syed Ali Khayam, "

. ACM Conference on
Computer and Communication Security (CCS), 2009.

=  Mobin Javed, Ayesha Binte Ashfaq, M. Zubair Shafig, and Syed Ali Khayam, "
. Recent Advances in Intrusion Detection (RAID), September
2009.

= Saira Zahid, Muhammad Shahzad, Syed Ali Khayam, and Muddassar Faroo, "
," Recent Advances in Intrusion Detection (RAID), September 2009.

= Hassan Khan, Yousra Javed, Syed Ali Khayam, and Fauzan Mirza "

," IEEE Global Communications Conference (GlobeCom), December
2009.
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Full List of Publications from ICTRDF Projects in 2009

= Ayesha Binte Ashfag, Maria Joseph Robert, Asma Mumtaz, Muhammad Qasim Ali, Ali Sajjad, and
Syed Ali Khayam, " . Recent
Advances in Intrusion Detection (RAID), September 2008.

= M. Zubair Shafig, Syed Ali Khayam, and Mudassar Farooq, "
. Conference on Detection of Intrusions and Malware & Vulnerability Assessment

(DIMVA), July 2008.

= M. Zubair Shafig, Syed Ali Khayam, and Mudassar Farooq, "
. ACM Genetic and Evolutionary Computing
Conference (GECCO), July 2008.

= Sohraab Soltani, Syed Ali Khayam, and Hayder Radha, ™
," IEEE International Conference on Communications (ICC),
May 2008.

= Syed Ali Khayam, Hayder Radha, and Dmitri Loguinov, "
. IEEE International Conference on
Communications (ICC), May 2008.

= M. Zubair Shafig, Mudassar Farooq, and Syed Ali Khayam, "

. European Workshop on the Application of Nature-inspired Techniques to
Telecommunication Networks and other Connected Systems (EvoCOMNET), March 2008. (Best
paper nomination)
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